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I. The Internet as a Communications Medium
A. The Internet is a new medium of communication.  It permits a message to be seen, heard, or read by hundreds of millions of people.
1. Worldwide, there are between one and two billion Internet users.

2. Nearly 240 million of these Internet users live in the United States.

3. Nearly 80% of Americans have Internet access.

B. The Internet has become a part of our daily lives, we use the Internet to:
1. Research products and services (81% of adult Internet users)

2. Get news (70%)

3. Read blogs (32%)

4. Create blogs (11%)

C. The Internet has fundamentally changed the way we communicate
1. Email

2. Social Networking
3. Blogging

D. The Internet has fundamentally changed the legal framework applicable to those communications . . . or has it?

II. First Amendment
A. “Congress shall make no law . . . abridging the freedom of speech, or of the press . . . .”
  

B. Application to Internet Speech
1.  “[O]nline speech stands on the same footing as other speech – there is ‘no basis for qualifying the level of First Amendment scrutiny that should be applied’ to online speech.”

2. In fact, Congress has acknowledged that the Internet is a forum entitled to special protection.

C. Right to Speak Anonymously
1. The United States Supreme Court has consistently held that “an author’s decision to remain anonymous . . . is an aspect of the freedom of speech protected by the First Amendment.”
  

2. The Supreme Court first articulated the First Amendment protection for anonymous speech in the context of political speech fifty years ago.
  

3. “As with other forms of expression, the ability to speak anonymously on the Internet promotes the robust exchange of ideas and allows individuals to express themselves freely without ‘fear of economic or official retaliation . . . [or] concern about social ostracism.”
  

4. The Internet is “a particularly effective forum for the dissemination of anonymous speech.”
  

D. Like speech by identifiable sources, anonymous speech on the Internet has its limits.  
III. Limitations to Internet Speech

A. Copyright

1. The copyright owner has the exclusive right to, or authorize another to:

a. Reproduce the copyrighted work;

b. Prepare derivative works based upon the copyrighted work;

c. Sell, transfer, rent, lease, or lend copies of the copyrighted work;

d. Publicly perform the copyrighted work;

e. Publicly display the copyrighted work; and

f. Perform the copyrighted work publicly by means of a digital audio transmission.

2. Rights of Attribution and Integrity

a. The author of a work of visual art has the right to:

(1) Claim authorship of that work; and

(2) Prevent the use of his or her name as the author of any work of visual art which he or she did not create;
(3) Prevent the use of his or her name as the author of the work of visual art in the event of a distortion, mutilation, or other modification of the work which would be prejudicial to his or her honor or reputation;
(4) Prevent any intentional distortion, mutilation, or other modification of that work which would be prejudicial to his or her honor or reputation; and

(5) Prevent any destruction of a work of recognized stature.

b. Only the author has these rights, whether or not the author is the copyright owner

3. Fair Use

a. “[T]he fair use of a copyrighted work, including such use . . . for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright.”
  Copyright law favors transformative use;
 thus, use of the work in critique or commentary may be permitted where straight copying may not.
b. Factors to be considered in determining whether the particular use made of a work is a fair use:

(1) Purpose and character of the use (commercial vs. educational)

(2) Nature of the copyrighted work

(3) Amount and substantiality of the portion used in relation to the whole

(4) The effect of the use upon the potential market for or value of the copyrighted work.

4. Application to Blogging
a. Works Produced by the U.S. Government

(1) Works by the United States Government, such as statutes or agency regulations are not copyrightable.

(2) A "work of the United States Government" -  defined as "a work prepared by an officer or employee of the United States Government as part of that person's official duties” – is not entitled to copyright protection.  17 U.S.C. §§ 101 & 105.  
b. Deep Linking

(1) Deep links – links that lead readers to an internal page on a website, instead of the home page
(2) Deep linking “is a staple of blogging and the Internet in general.  It is used as a means to reference sources, forward interesting articles and, generally, get information out there on the Web.  Without [it], social news would likely not exist, many Web 2.0 services . . . would have to close and even Google would have to drastically change the way it operates.  The Web would, almost overnight, become a much more difficult to use and less efficient place.”

(3) Some argue that deep linking reduces traffic to a company’s home page and disrupts the flow of information
(4) Deep linking is neither copyright infringement nor trespass.
 

(5) No court has enforced a prohibition against deep linking found in a website’s terms of use.

c. Images

(1) Use of images owned by another person may be copyright infringement, depending on the nature of the use.
(2) Image Sources
d. Comments

(1) A third-party placing a comment on a blog implicitly licenses the use of that comment

(2) As one might imagine, there are no reported cases in which a commenter has sued a blogger for publishing his or her comments

e. Public or Open Source Licensing
(1) “[H]as become a widely used method of creative collaboration that serves to advance the arts and sciences in a manner and at a pace that few could have imagined just a few decades ago.”

(2) Examples - Creative Commons (http://creativecommons.org/) allows a user to create a “Mad Lib”-style license for his or her copyrighted work which permits others to copy and distribute the work on the conditions set by the user.  Creative Commons licenses are used by a number of influential websites, including Wikipedia.
B. Trademark

1. Fair Use

a. Classic fair use requires that the disputed term be used:

(1) Not as a trademark

(2) In good faith; and

(3) To describe accurately the characteristics of the defendant’s goods or services.

b. Nominative fair use exists where the defendant uses the plaintiff’s mark to identify and describe the plaintiff’s product and requires that:

(1) The product or service is not readily identifiable without the use of the trademark;

(2) Only so much of the mark or marks may be sued as is reasonably necessary; and

(3) The user does nothing that would suggest sponsorship or endorsement by the trademark owner.

2. Application to Blogging

a. Most legal blogging is commentary

b. Most legal blogging uses of trademarks fall under fair use

C. Protection of Trade Secrets

1. To state a claim for misappropriation of a trade secret, a plaintiff generally must show that:
a. “[T]echnology, software, or information constitutes or incorporates a trade secret;

b. [T]he plaintiff took reasonable steps to preserve its secrecy; and

c. [T]he defendant misappropriate the secret or used improper means, in breach of a confidential relationship, to acquire the trade secret.”

2. Application to Blogging

a. The Internet provides a forum where trade secrets may be anonymously disclosed simultaneously to millions upon millions of people.

b. Procedures designed to safeguard the privacy of anonymous Internet speakers may delay or entirely frustrate the efforts of trade secret owners to identify tortfeasors and protect the trade secrets.

D. Defamation Law
1. To recover on a defamation claim, the plaintiff generally must prove:
a. A false and defamatory
 statement about the plaintiff;

b. An unprivileged publication
 of the statement to a third party;

c. At least negligence on the part of the published; and

d. Special harm
 caused by the publication (or actionability absent such special harm).

2. Application to Blogging

a. Placing a statement on a publicly-accessible blog certainly constitutes publication of that statement.

b. If the statement is false and defamatory, the blogger may be held liable unless the “essential published content” of the defamatory statement originated with a third party.
 

E. Right of Privacy and Right to Publicity
1. The right of privacy is, simply, “the right to be left alone.”
2. “The right to privacy is invaded by

a. Unreasonable intrusion upon the seclusion of another
 . . .;

b. Appropriation of the other’s name or likeness . . .;

c. Unreasonable publicity
 given to the other’s private life . . .; or

d. Publicity that unreasonably
 places the other in a false light before the public . . . .”

3. Application to Blogging

a. A blogger who blogs about the private life of another may be held liable like anyone else.
b. However, no claim may be raised as to information the potential plaintiff has already placed on the Internet.

IV. New Protections for Internet Speech

A. Digital Millennium Copyright Act (the “DMCA”)
1. Part of the DMCA creates a copyright infringement liability “safe harbor” for online service providers (including ISPs) who adhere to certain prescribed guidelines and promptly block access to, or remove, allegedly infringing material upon receipt of a proper “takedown notice” under the Act.
   
2. It also includes a counter-notification provision that provides a safe harbor for online service providers who adhere to certain prescribed guidelines with respect to claims that the material in question is not, in fact, infringing.

3. It also provides for subpoenas to online service providers to provide their users' identity.

B. Section 230
1. Section 230 of the Communications Decency Act of 1996, a federal law which has significantly altered the traditional legal principles applied to defamation actions and others claims based upon content published on the Internet

2. In passing the Communications Decency Act, Congress noted the policy of the United States

a. To “promote the continued development of the Internet and other interactive computer services and other interactive media;”

b. To “preserve the vibrant and competitive free market that presently exists for the Internet and other interactive computer services, unfettered by Federal or State regulation;”

c. To “encourage the development of technologies which maximize user control over what information is received by individuals, families, and schools who use the Internet and other interactive computer services;”

d. To “remove disincentives for the development and utilization of blocking and filtering technologies that empower parents to restrict their children's access to objectionable or inappropriate online material;” and

e. To “ensure vigorous enforcement of Federal criminal laws to deter and punish trafficking in obscenity, stalking, and harassment by means of computer."

3. Purpose

a. In particular, Section 230 of the Act was enacted to ensure that providers and users of "interactive computer services" would not be exposed to liability as "publishers" of any information provided by another "information content provider." H.R. Rep. No. 105-775 § I(E).

b. As the Fourth Circuit recognized, the purpose for the statutory immunity afforded by Section 230 “is not difficult to discern.”
  

c. “Clearly, Congress recognized the threat that tort-based lawsuits pose to freedom of speech in the new and burgeoning Internet medium.  The imposition of tort liability on service providers for the communications of others represented, for Congress, simply another form of intrusive government regulation of speech.  Section 230 was enacted, in part, to maintain the robust nature of Internet communication and, accordingly, to keep government interference in the medium to a minimum . . . . Congress recognized the Internet and interactive computer services as offering “a forum for a true diversity of political discourse, unique opportunities for cultural development, and myriad avenues for intellectual activity . . . . It also found that the Internet and interactive computer services ‘have flourished, to the benefit of all Americans, with a minimum of government regulation . . . [and wished] ‘to preserve the vibrant and competitive free market that presently exists for the Internet and other interactive computer services, unfettered by Federal or State regulation. . . . The specter of tort liability in an area of such prolific speech would have an obvious chilling effect. . . . Faced with potential liability for each message republished by their services, interactive computer service providers might choose to severely restrict the number and type of messages posted.  Congress considered the weight of the speech interests implicated and chose to immunize service providers to avoid any such restrictive effect.”

4. Immunity Afforded

a. Section 230 of the Communications Decency Act provides that "[n]o provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider." 47 U.S.C. § 230(c)(1).  
b. The Act defines "interactive computer service" as "any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions." 47 U.S.C. § 230(f)(2).

c. This definition is extremely broad and contemplates a wide range of services, including websites that function “as an intermediary by providing a forum for the exchange of information between third party users.”
  
d. "Information content provider" is defined as "any person or entity that is responsible, in whole or in part, for the creation or development of information provided through the Internet or any other interactive computer service.” 47 U.S.C. § 230(f)(3).

e. As the first appellate court to interpret Section 230, the Fourth Circuit acknowledged the breadth of this immunity in concluding that “§ 230 creates a federal immunity to any cause of action that would make service providers liable for information originating with a third-party user of the service.  Specifically, § 230 precludes courts from entertaining claims that would place a computer service provider in a publisher’s role.  Thus, lawsuits seeking to hold a service provider liable for its exercise of a publisher’s traditional editorial functions – such as deciding whether to publish, withdraw, postpone or alter content-are barred.”
  Federal courts across the country have adopted this reasoning.

f. The broad Section 230 immunity intended by Congress would be utterly destroyed, however, if courts were to liberally construe the exception to the general rule for “interactive computer service providers” who have, in whole or in part, “created” or “developed” the allegedly unlawful content.  Thus, the same considerations that require courts to interpret Section 230 immunity broadly require them to apply a very limited definition to the concepts of “creation” and “development.”  The creation or development of allegedly unlawful content by an interactive computer service provider must, necessarily, require substantial involvement in originating the allegedly unlawful content.

g. A careful review of the case law on this subject reveals that the federal appeals courts who have addressed this issue have properly restricted the application of this exception to Section 230 immunity.  It has become clear that “so long as a third party willingly provides the essential published content, the interactive service provider receives full immunity regardless of the specific editing or selection process.”
  

h. Section 230 immunity is not without (very limited) exception. In particular, the statute states that it "shall not be construed to impair the enforcement" of any Federal criminal statute or "to limit or expand any law pertaining to intellectual property." 47 U.S.C. § 230(e)(1) & (2). Moreover, Section 230 does not impair the enforcement of any consistent State law and does not "limit the application of the Electronic Communications Privacy Act of 1986 or any of the amendments made by such Act, or any similar State law." 47 U.S.C. § 230(e)(3) & (4)

5. Application to Blog Comments
a. Bloggers are providers of an interactive computer service.  

b. With respect to comments left on a blog by a third-party, the blogger will almost always be afforded protection under Section 230.   If the “essential published content” is willingly provided by a third-party, the publishing that content enjoys the full immunity afforded by Section 230.  

c. Of course, the blogger may be held liable for those portions of the blog (including comments) actually authored by the blogger.
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